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1 Introduction

1.1 Whatis HPOD

The HPOD is an outdoor LoRaWAN Gateway. It lets you bridge LoRa wireless network
to an IP network via WiFi, Ethernet, optional 3G or 4G. The LoRa wireless allows
users to send data and reach extremely long ranges at low data rates.

HPOD has passed Helium Full Hotspot Approval. It supports the miner feature from
Helium and has a built-in ATECC608 encryption chip. It can be used as a Helium Full
Hotspot for the project. It also supports Semtech packet forwarder and LoRaWAN
Station connection, it is fully compatible with LoRaWAN protocol. HPOD supports
two LoRaWAN servers at the same time, users can use HPOD for helium mining and
connects max 2 x LoRaWAN servers at the same time.

Dragino already paid HPOD $40 onboarding cost and $10 location cost for each
HPOD. It is ready to use for Helium, user only needs to input HNT wallet address and
use QR Code to onboarding HPOD when it arrives.

HPOD has pre-configured standard LoRaWAN frequency bands to use for different
countries. Users can also customize the frequency bands to use in their own
LoRaWAN network.

1.2 Specifications

Hardware System:
Linux Part:
> Raspberry Pi4

Interface:
> 10M/100M RJ45 Ports x 1
» LoRaWAN Wireless
>  Power Input: 12V 2A, DC

Operating Condition:
»  Work Temperature: -20~65° C
»  Storage Temperature: -20 ~ 65° C
>  Power Input: 12V 2A, DC
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1.3 Features

Open-Source Linux system

RPi4 with 2G /4G or 8G RAM

Managed by Web GUI, SSH via Internet

Support Semtech UDP packet forwarder

Support LoRaWAN Station Connection

Support Helium Miner

External fiberglass antenna

Firmware OTA

802.3af PoE

Lighting Protection

Remote Monitoring

Support Helium LoRaWAN server and secondary LoRaWAN server
Include prepaid $40 onboarding cost and $10 location cost.

AN N N NN Y N N U N N RN

Remote.it remote management.
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1.4 Label info and login name

Label information:

Device host name:  dragino-xxxxxx
Band: US915/AU915/AS923 1-AS923_4/KR920/EU868/IN865/RU864

Miner animal name: xxx-xxx-Xxx

Miner address: 11 2xxxxXXX

Eth MAC address:  A8:40: 41: EF: FE: CD

Login: root/d59f2d5b (the root is the Login account for the Web-UI and SSH.)
SN: device serial number.

HPOD LoRaWAN Gateway User Manual 6/24
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2 Quick Start & Onboarding

The HPOD is configured as a Wi-Fi Access Point by factory default. You can access and
configure the HPD after connecting to its Wi-Fi network, or via its WAN Ethernet port.

2.1 Connect HPOD Web Ul

2.1.1 via HPOD’s Access Point.
% iPD-dragino—4ba54a
At the first boot of HPOD, it will auto generate a Wi-Fi network e

S
pe=-
82 o
82 xmo-Ts
called : HPD-dragino-xxxxxx 2 xaomi 958 50
with password: dragino+dragino (7 draginojiluyou

B@ dragino-office 5G

66 draaino-warehouse 5G

You can use a PC to connect to this Wi-Fi network. The PC will FIZEA Internet 28
BRE, AEEEERENEREITE.

get an IP address 10.130.1.xxx and the HPOD has the default 3 @
[P 10.130.1.1 gy

BT AR

wr o« C O 9 Y ©nhtp//10130..1/cgi-binfhome has 5 S O BHOC XL

c’ [IECTc Vel 1oRav LoRaWAN~w  Miner  Network»  Systemw  LogReadw Home  Logout

System Overview

loT
Internet

A N
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2.1.2 Connect via HPOD hosthame

Connect the HPOD Ethernet port to your router and HPOD will obtain an IP address. If your
PC(Windows/Mac/Ubuntu) connect the same network with the HPOD, you can access the HPOD
Web-Ul via HPOD’s hostname.

Like: http://dragino-4ba54a
w 30 D7 @ hoydegno-dbastamon ‘ Eos T BROC A

\Serwce
W ((fAz)‘)v /m:\ e Access
LoRa

9

\ LoRaMN ,

2.1.3 Connect via Ethernet Port

Connect the HPOD Ethernet port to your router and HPOD will obtain an IP address from your
router. In the router’s management portal, you should be able to find what IP address the router
has assigned to the HPOD.

If you get the IP address form route, like: 10.130.2.42, you can use this IP address to connect the
WEB Ul or SSH access of HPOD.

System Overview

@ % loT ,;o
Eth ‘\"\mi / y\?m'w? )

@ ((ﬁA))‘}v ‘4:\ Model HPOD @
S—— oin
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Go to Miner --> QR Generate, input your Helium Wallet Address, and click Generate.
Note: After onboarding, this wallet will become owner of this hotspot.

C DRAGINDG ELRERd LoRaWAN ~ Miner= Network v System » LogReadv Home Logout

Miner - Configuration Miner
General
Up time Up 2 days
Animal name B ——"

ECC address J T i o o o o R

Version 2022.03.07.0
Region Us915
Height 34806 1303763

Fast Sync & Update

Disk State

Used  63G/23%  Aval  22G

QR-Generate

Owner Wallet Address 14BdpCBpJJIPhYhc33K5RwFhWoggkadGxYeInDgDmjsyAwARaJE | [ Generate | [ Clean |

QR-Display

Use mobile APP then Choose Dragino HPOD and scan to onboarding

10.130.2.41/cgi-bin/miner-config.has
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2.3 Onboarding Hotspot

1. Download the Helium Hotspot APP from the Apple or Google Play store.
Note: the APP version need to be greater than 3.11.

2. To add a hotspot, select “Hotspot”. On this tab, click the ‘+ Add Hotspot’ in the
mid where choose the ‘DRAGINO Miner HPOD’

Choose
Add a your Hotspot.

Helium Mi
elium iner What kind of Hotspot do you

wish to add?

M Hotspots —

@ Controllino Hotspot QR

Q Search ® Info + Add Hotspot - X
| DRAGINO Miner HPOD

& Validators @ DeeperNetwork Hotspot

@ FinestraMiner
FreedomFi Gateway

Heltec Indoor Hotspot

3. Scan the QR Code you generated in the previous step.

Scan QR Code

Visit Dragino dashboard

HPOD LoRaWAN Gateway User Manual 10/ 24
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4. Onboarding your device
Mobile APP will get info from onboarding server. If MAC address doesn’t appear, it
means the network connection of mobile to onboarding server might have issue.

Confirm Information

Set Hotspot
Location

14Bdp
gqgkad
First, we'll ask for permission to
access your phone’s location.

Ask for Permissions

No thanks, I'll set it up later

Antenna Setup

it

Dragino Miner HPOD

REGISTERING HOTSPOT

This can take a few minutes
so feel free to close this

Cr
Height (meters)

Go to Wallet

HPOD LoRaWAN Gateway User Manual 11/24
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5. Check onboarding status
You can check from mobile:

5
Afternoon

Your 2 Hotspots earned
0 HNT on 48 22 (UTC).

© Newest Hotspots Followed Hotspc

® Micro Rusty Unicorn

IR =X —4%, Shen Zhen Shi, CN M .
icro Rust
+0 HNT : y
Unicorn
Soaring Flint Tiger © Shen Zhen Shi, CN  » 99m 3dBi

No Asserted Localior
EUELEY @ 0.00

+0 HNT

You can also see the hotspot status in below link:
https://explorer.helium.com/hotspots/<YOUR_HOTSPORT_KEY>

Example:

Green Synced means hotspot works normal.

© Recumbent Cream Narwhal X

> @ [ORRC 15/ /explorer helium.com/hotspots/1 19nKdJH1CcVqIgQSvTTBaAm2CILNIZnI 14uVEQTmAcsUfadul ¥ %

D XEEARE G Gmall - Email from ... [ AR 5000 GSR productio.. () Dashboard - LAQ4_.. () Dashboard - TF-mini () Dashboard - HackA.. [ Helum [ TIN [ Discord

(5]

Recumbent Cream Narwhal

1 Rocaved Minng Rewaros

16 0
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2.4 Set the Port Forwarding

Helium Hotspots may not work if the Hotspot is behind a firewall or uses an incompatible NAT
type. Other times it may be because of a router configuration or the internet is offline. This
article aims to help resolve any issues you may have.

« 44158/TCP: the Miner communicates to other Miners over this port. The networking logic knows how to get around a
lack of forwarding here, but you will get better performance by forwarding the port

« 1680/UDP: the radio connects to the Miner over this port. You will not be able to forward packets or participate in
Proof of Coverage without this

Note: Please refer to more detailed Settings

https://docs.helium.com/troubleshooting/network-troubleshooting/

https://www.youtube.com/watch?v=GKusVC7ovrE
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3 Check the configuration of HPOD

3.1 LoRa frequency configuration

‘ C DRAGINGO BEERS LoRaWAN ~ Miner> Network v Sysitem » LogRead~ Home Logout

LoRa Configura “°%@

Debug Level Low v

Radio Settings
Keep Alive Period (sec)

Frequency Plan |EU868 Europe 868Mhz (863-870) ~

Static GPS coordinates ?

Enable Static GPS O Altitude (m)
Latitude Longitude

Current Mode LoRaWAN Semtech UDP
| Save&Apply || Disable || Cancel |

3.2 Check the LoRaWAN serveraddress.

‘ @ DRAGINGO JERER LoRaWAN + Minere Network + System = LogRead» Home Logout

LoRaWAN Configuratio -oRa/AN semtsch UDF

General Settings LoRaWAn Basic Station

Email |dragino-1ab428@dragino com |

Gateway ID aB4041fffflab423

Primary LoRaWAN Server

Service Provider [Custom / Private LoRaWAN v] Server Address  [localhost
Uplink Port Downlink Port
Packet Filter

FportFilter 2 [0 | DevAddr Filter 20|

Current Mode:LoRaWAN Semtech UDP

HPOD LoRaWAN Gateway User Manual 14 /24
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3.3 Check Miner configuration

CJ /=lclc [ ffml [oRav I1oRaWAN~ Minerr Networkv Systemv logReadv Home  Logout

Miner - Configuration Miner
General
Up time Up 29 hours

Animal name e e o ]
ECC address Ip2p/ Eeehliallad eSS Zicioinibui ool rauCuedubmziling.

Version 2022.03.07.0
Region Us915
Height 34771 1302657

Fast Sync & Update

Disk State

Used  57G/21%  Aval  23G

QR-Generate

Owner Waller Address Example: 13gb85Jg8MZSyLaknxBxowouxTlpvY 4R3kgMSYG2AKE 18| [ Generate | [ Clean |

QR-Display

Input Wallet Address to Generate QR Code!

Note: Check the Region and Height, the default height is greater than 1, if itis 1
please Click the mid button of Update, and then wait 10mins to check here,

HPOD LoRaWAN Gateway User Manual 15/24
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4 Installation of Antenna

HPOD use Fiber Glass Antenna.

i

User need to connect antenna cable’s SMA connector to the HPO3 and connect N-Type connector

to antenna and install as below:

HPOD LoRaWAN Gateway User Manual 16 /24
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5 SSH Access for Linux console

IP address: IP address of HPOD or hostname of HPOD (Such as dragino-63920a)
Port: 22

User Name: root

Password: Randomly generated (found on device’s label )

After logging in, you will be in the Linux console and can enter commands as shown below.
Linux dragino-63920a 5.10.92-vB+ #1514 SMP PREEMPT Mon Jan 17 17:39:38 GMT 2022 aarché4
Thu programg included with the Debian GNU/Linux em are free software;

distribution terms for each program ar scribed in the
dua'l files in / Jd copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted i

Last logi Mon Mar 21 00:59:01 2022 from 10.130.2.182
root@dragino-63920a:~# ||

HPOD LoRaWAN Gateway User Manual 17 /24
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6 Trouble Shootings

6.1 How to get a wallet address?

Download the helium Hotspots APP on the Apple or Google Play store to generate own

wallet.

6.2 Onboarding -- Unable to access Web-Ul --> Miner

User can login the HPOD, able to access other Web Pages except miner page

If you first boot the device where you need to wait for 10 mins for initialization connection to

Helium server.

6.3 Onboarding -- Some parameters in miner page show timeout

C = ceicifmll lORay LORaWAN¥ Minerr Networkv  Systemw LogReadv¥ Home  Logou]

Miner - Configuration

General
Up time Up 4 minutes

Animal name T

ECC address P2 S - —
Version 2022.03.23.1 | Update to the latest |
Region us915
! RPC to 'miner@127.0.0.1"
heolant falled: timeout
Fast Sync & Update
cj DRAGING K= S =R Miner Metwork >  Syslem» LogR
Miner - Configuration L)
General
Up time Up 2 minutes

Error: Usage information not found for

Animal name R
the given command

ECC addrass
Version 2022.03.07.0 | Updats to the Iatast

HPOD is establish connection to Helium server and not finished. And you might see above.

It might relate to the network where might up to 10mins

HPOD LoRaWAN Gateway User Manual 18/ 24
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S ¢ C Y O v © hupy/10.130.2.223/cgi-bin/miner-config.has

Bad Gateway

The process did not produce any response

This is caused by the process leads too long which just need to refresh the page.

6.5 Onboarding -- Why did QR Code generate is aways fail?

@ (s l=clc\ml loORav LoRaWAN~¥  Minerr Networkvy  Systemwv LogReadv Home Logout

Miner - Configuration

General

Up time Up 5 hours

Animal name MICTO- [ er————r

ECC address Ip2p/
Version 2022.03.23.1 | Update to the Iatest |
Region us915
Fast Sync & Update
[ Fast Sync | [ Update |

This may be related to the current block height, if the device is synchronizing to
the latest height or if the device block height is much lower than the current
height as the above picture like '1 1', the QR code generation may fail

6.6 Onboarding -- Why is the QR Code not quite the same as the

manual?

QR-Generate

Owner Wallet Address 5 = Generate | [ Clean

QR-Display

Use mobile APP then Choose Dragino HPOD and scan to onboarding

HPOD LoRaWAN Gateway User Manual 19/24
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Please ensure that you enter the correct wallet address and that your network is
up and running, the user can click the button of ‘Clean’ to re-generate the QR
Code.

www.dragino.com

6.7 Onboarding — MAC address is ‘Unknown’ after scan QR Code

Confirm Information

Unknown

JOPhYhc33

If you see the MAC Address shows the ‘Unknown’ where is due to the provision
error, please contact us to help you solve.

6.8 Onboarding — MAC address is being refreshed after scan QR Code

After scan QR Code, Mobile APP will connect Helium onboarding server and provide the
public key/ wallet address to onboarding server. Server will return the match MAC address
for this hotspot.

If you don’t see MAC address, make sure your mobile has good internet connection.

HPOD LoRaWAN Gateway User Manual 20/ 24
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6.9 HPOD Web --> Miner --> Version shows ‘short’

This is caused by the server connection delay, which does not affect the normal use.

C DRAGING JERERd LoRaWAN » Minerv Network v System v LogRead~ Home Logout

Miner - Configuration

General

Up time Up 15 minutes
Animal name micro-rusty-unicorn
ECC address 1p2p/11ZWZiKfObQMWfeGoLWyYEELZcnfK1b4udb4HUDGAAM THKZamgpP
Version [ Update to the Iatest |
Region uUs915
Height 35445 1324800
Fast Sync & Update

6.10 Mobile APP crash after scan the QR Code?

v' Make sure you have input the correct Wallet address to generate QR Code.
Make sure your mobile app uses the same wallet address as the one to generate QR Code.

Make sure your mobile app’s relevant permission are enabled.

ARNERN

Known: The Android 11 version may cause this kind of issue.

6.11 Why the frequency/region is not the same what | purchased?

Each HPOD is inspected and configured prior to shipping.
If your HPOD Web-UI — Miner region is not the same with the shell labels, please contact our
support team that will solve this issue for you.

6.12 Can | use the frequency to a region where is not support?

Please make sure that the region supports this frequency, you can confirm the
appropriate frequency through this link
https://docs.helium.com/lorawan-on-helium/frequency-plans

6.13 Can | change the frequency of the HPOD Miner?

We do not recommend doing this, it may damage your device

HPOD LoRaWAN Gateway User Manual 21/24
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7 Supports

If you are experiencing issues and can’t solve, you can send mail to

support@dragino.com

With your question as detail as possible. We will reply and help you in the shortest.

HPOD LoRaWAN Gateway User Manual 22 /24
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8 Order Info

HPOD-XXX

XXX: Frequency Band

e 868: For Bands: EU868,IN865
e 915: For Bands: US915,AU915,A5923,KR920

9 Manufacturer Info

Shenzhen Dragino Technology Development co. LTD
Room 202, Block B, BCT Incubation Bases (BaoChengTai), No.8 CaiYunRoad
LongCheng Street, LongGang District ; Shenzhen 518116,China

10 FCC Warning

This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference in a residential installation. This
equipment generates uses and can radiate radio frequency energy and, if not installed and
used in accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occur in a
particular installation. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment off and on, the
user is encouraged to try to correct the interference by one or more of the following
measures:

-- Reorient or relocate the receiving antenna.

-- Increase the separation between the equipment and receiver.

-- Connect the equipment into an outlet on a circuit different from that to which the
receiver is connected.

-- Consult the dealer or an experienced radio/TV technician for help.

Changes or modifications not expressly approved by the party responsible for

compliance could void the user's authority to operate the equipment.

HPOD LoRaWAN Gateway User Manual 23 /24
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The antenna(s) used for this transmitter must be installed to provide a separation distance
of at least 20 cm from all persons and must not be co-located or operating in conjunction

with any other antenna or transmitter.

HPOD LoRaWAN Gateway User Manual 24 /24



